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Abstract

Intelligent autonomous systems (IASs), encompassing autonomous vehicles, unmanned aerial
vehicles, and robotic platforms, have revolutionized sectors ranging from transportation to
defense. By leveraging artificial intelligence (Al) techniques, these systems are characterized by
data-driven learning paradigms, integrated architectures, and adaptive decision-making.
However, these novel capabilities introduce distinctive failure challenges, including
data-induced biases, limited interpretability, and vulnerability to adversarial perturbations. Such
features necessitate enhanced reliability to ensure dependable operation in dynamic,
safety-critical environments. This review synthesizes the state-of-the-art in IAS reliability
engineering, framed through four interconnected dimensions: accuracy, generalization,
robustness, and explainability. Drawing from interdisciplinary advancements in machine
learning, Al and reliability, we examine methodologies such as multi-sensor fusion,
meta-learning, adversarial training, and ante-hoc interpretability constraints, supported by
empirical evidence from real-world deployments. Key insights highlight substantial progress in
mitigating IASs vulnerabilities, yet persistent challenges including performance-reliability
trade-offs, degradation under extreme conditions, and scalability limitations impede widespread
adoption. We propose future directions emphasizing hybrid frameworks, causal inference and
lightweight models to advance reliable IASs. By bridging theoretical foundations with practical
implementations, this work provides a comprehensive roadmap for developing reliable and
trustworthy autonomous systems that prioritize safety, efficiency, and societal well-being.

Keywords: autonomous systems, reliability engineering, artificial intelligence

* Authors to whom any correspondence should be addressed.

Original content from this work may be used under the

BY terms of the Creative Commons Attribution 4.0 licence. Any
further distribution of this work must maintain attribution to the author(s) and
the title of the work, journal citation and DOI.

© 2026 The Author(s). Published by IOP Publishing Ltd on behalf of the
1 Institute of Systems Engineering, China Academy of Engineering Physics


https://doi.org/10.1088/3050-2454/ae4d4b
https://orcid.org/0000-0003-0895-7598
https://orcid.org/0000-0001-9752-8650
https://orcid.org/0009-0001-8745-6996
mailto:chenyunxia@buaa.edu.cn
mailto:linjing@buaa.edu.cn
http://crossmark.crossref.org/dialog/?doi=10.1088/3050-2454/ae4d4b&domain=pdf&date_stamp=2026-3-27
https://creativecommons.org/licenses/by/4.0/

J. Reliab. Sci. Eng. 2 (2026) 012002

Topical Review

1. Introduction

Driven by rapid technological advancements, intelligent
autonomous systems (IASs), such as autonomous unmanned
aerial vehicles (UAVs), self-driving cars, and autonomous
ships, have become increasingly integrated into modern soci-
ety, revolutionizing sectors like transportation, logistics, agri-
culture, and defense [1, 2]. Notable applications include
Waymo’s autonomous taxis in the United States, which had
accumulated over 71 million miles of autonomous driving
by 2025 [3]. In China, Baidu’s Apollo platform has enabled
autonomous taxi services, completing over 11 million rides
across 15 Chinese cities [4]. In the maritime domain, Norway’s
Yara Birkeland, the world’s first fully electric and autonomous
container ship, began commercial operations recently, show-
casing significant efficiency gains in short-sea shipping. These
systems are characterized by their ability to perceive the envir-
onment, make decisions, and execute actions independently,
leveraging diverse decision-making approaches and advanced
machine learning (ML) models [5].

Typically, IASs incorporate perception modules (e.g. light
detection and ranging (LiDAR), cameras, radar), decision-
making algorithms (e.g. path planning, optimization), and
execution/control components (e.g. actuators, propulsion sys-
tems), enabling them to achieve predefined objectives while
dynamically adapting to changing conditions [6]. Autonomous
systems can be broadly classified into rule-based and learning-
based systems, with the latter prevailing in modern IASs.
These learning-based systems harness sophisticated artificial
intelligence (AI) models, such as convolutional neural net-
works (CNNs) for image processing, long short-term memory
(LSTM) networks for sequential data analysis, attention mech-
anisms for contextual awareness, and reinforcement learning
(RL) algorithms for adaptive decision-making, thereby enhan-
cing performance in dynamic and uncertain environments [7—
9]. As these sophisticated Al algorithms are progressively
embedded, IASs demonstrate novel technological features
that distinguish them from traditional engineered systems.
First, they leverage data-driven learning paradigms, allow-
ing models to extract intricate patterns from vast datasets that
would be infeasible for human or traditional analysis, enabling
superior handling of complex scenarios. Second, IASs fea-
ture integrated end-to-end architectures that fuse percep-
tion, reasoning, and action into seamless processes, promoting
high efficiency in multifaceted environments without the con-
straints of predefined rules. Third, they demonstrate autonom-
ous task reconfigurability and environmental adaptabil-
ity. This allows IASs to not only adjust strategies in real
time but also switch between operational modes or object-
ives based on dynamic feedback, achieving unprecedented
levels of autonomy and resilience in rapidly changing set-
tings. Collectively, these models and features position IASs
as pivotal drivers of automation, efficiency, and innovation
across diverse applications.

Nevertheless, the widespread adoption of IASs under-
scores the urgent need to prioritize their reliability. Often
deployed in safety-critical settings, these systems are exposed

to unforeseen uncertainties that can trigger catastrophic fail-
ures, ranging from operational breakdowns to threats to human
life [10, 11]. This risk is compounded by the inherent auto-
mation of IASs, which fosters greater user dependency and
reduces opportunities for timely manual intervention or error
correction [12]. In real-world applications, these concerns
manifest through distinct failure characteristics unique to
IASs. First, their heavy reliance on data and data-driven
models such as deep learning and RL, makes them vulner-
able to biases arising from poor data quality, or distribution
shifts. These issues often lead to compromised generalization
and transferability, exacerbated by factors like data imbal-
ance, over/underfitting, or suboptimal hyperparameter selec-
tion, impeding adaptation to novel environments or related
tasks and, ultimately, compromising overall system perform-
ance and reliability [13]. Additionally, IASs often exhibit
poor model interpretability, where intricate nonlinear trans-
formations render decision-making processes opaque, akin
to ‘black boxes’, significantly impairing trust, accountabil-
ity, and debugging in high-stakes scenarios [14]. These chal-
lenges are further intensified by susceptibility to adversarial
attacks, which can subtly manipulate sensor inputs to provoke
erroneous judgments and inadequate responses [15]. Real-
world incidents have starkly highlighted the associated risks:
a fatal accident involving an Uber self-driving car in Arizona
stemmed from a sensor data misclassification that failed to
detect a pedestrian [16], while a Boeing A160T Hummingbird
prototype crashed during a flight test due to lost sensor feed-
back, which disrupted the stabilization control loop and led
to a near-vertical impact [17]. Such inherent challenges and
events highlight the imperative to advance reliability engin-
eering, ensuring IASs operate dependably across diverse and
unpredictable real-world conditions.

Formally, reliability can be defined as the ability of a sys-
tem to consistently perform its intended functions under spe-
cified conditions without failure [18]. The growing application
of IASs has driven extensive research to enhance the reliability
of autonomous and Al-driven systems, encompassing aspects
such as reliability analysis, risk management, and uncertainty
quantification (UQ) [19]. Several review papers have focused
on these challenges from diverse angles. For example, Yu et al
[20] presented a taxonomy of Al system failures and surveyed
failure analysis and fault injection methods, evaluating exist-
ing tools and underscoring gaps between real-world failures
and simulated scenarios to advocate for robust testing frame-
works. Osborne et al [21] focused on reliability challenges in
unmanned aerial systems (UASs), proposing solutions such as
integrated vehicle health management, simulations and fault
tolerant control to improve operational reliability. Similarly,
Blood et al [22] examined reliability assurance, noting that
traditional methods, such as failure modes and effects ana-
lysis (FMEAs) and reliability block diagrams, remain vital but
require adaptation for Al-specific risks. In addition, Olamide
et al [23] emphasized the pivotal role of component integ-
rity, recommending proactive strategies like probabilistic fault
detection models to minimize failures and improve reliability
of autonomous systems. Finally, Flammini et al [24] mapped
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key concepts in trustworthy Al, identifying emerging chal-
lenges and calling for structured frameworks and regulatory
progress.

While these prior reviews have provided valuable insights,
they predominantly focus on system-level hardware reliabil-
ity or specific testing methodologies [20, 21, 23]. However,
the reliability of modern IASs is increasingly governed by
the logical correctness and adaptability of their intelligent
algorithms. Therefore, this review differs in scope by expli-
citly focusing on Al-driven decision-making reliability rather
than system-level hardware reliability. In this paper, we
present an in-depth review grounded in the novel technolo-
gical and failure characteristics inherent to these systems. We
emphasize that the integration of advanced AI models, char-
acterized by features such as data-driven learning paradigms,
integrated architectures and adaptability, introduces unique
reliability demands. Distinctive failure modes including per-
ception errors stemming from data bias, decision instabil-
ity under adversarial attacks and risks exacerbated by poor
interpretability and limited generalization, constitute threats
that cannot be addressed by system-level hardware redund-
ancy alone. Consequently, this work focuses on the decision-
making processes of intelligent algorithms and systems, seek-
ing to provide a cohesive overview of IAS reliability framed
through four interconnected algorithmic dimensions: accur-
acy (e.g. precise perception and decision-making), generaliz-
ation (adaptation across unseen scenarios), robustness (resili-
ence to uncertainties and attacks), and explainability/transpar-
ency (interpretable decision logic). By synthesizing underly-
ing principles, state-of-the-art methodologies, and empirical
insights from diverse applications, we aim to deliver valuable
perspectives that bridge theoretical foundations with practical
advancements, ultimately fostering the development of more
reliable, trustworthy, and resilient IASs.

The remainder of the paper is structured as follows.
Section 2 defines IASs reliability in detail and offers an in-
depth examination of current technologies and research in reli-
ability engineering, covering accuracy, generalization, robust-
ness, and explainability. Section 3 discusses key challenges
such as the intrinsic trade-off and computational complexity,
and proposes promising research directions with supporting
case studies. Finally, section 4 concludes the paper with a syn-
thesis of insights and recommendations for future work.

2. Current reliability engineering of IASs

2.1. Definition

Reliability in IASs refers to their ability to consistently per-
form intended tasks without failure, even when subjected to
dynamic and unpredictable environments. Unlike traditional
systems, which often rely on deterministic models and pre-
programmed responses, IASs leverage complex ML and DL
techniques to adapt to and learn from their surroundings. As
IASs increasingly depend on advanced Al technologies, their
reliability differs significantly from that of conventional sys-
tems. In traditional reliability engineering, time-dependence is
often characterized by physical wear-out, e.g. modeled via the

bathtub curve [18]. Conversely, the reliability of IASs is typic-
ally governed by the evolution of the operational environment.
For example, the statistical distribution of real-world data may
drift from the training environment over time, causing the reli-
ability to degrade continuously. Furthermore, in continuous
operation, errors in decision-making can accumulate, leading
to mission failure over extended periods.

Therefore, IAS reliability must be viewed as a dynamic
property that requires sustained adaptation, accounting for the
complexity, adaptability, and unique failure modes of Al mod-
els. These include risks such as data biases, model overfitting,
and vulnerability to adversarial manipulation, all of which
pose threats to system reliability. Achieving this requires a
thorough understanding of the interaction between Al tech-
niques and system performance, as well as the development
of strategies to mitigate the specific risks introduced by the
integration of Al into autonomous systems. Collectively, the
reliability of IASs includes several key dimensions:

e Accuracy: The extent to which system outputs match
expected results in given context. In the context of Al, accur-
acy refers to the system’s ability to make precise predictions
and decisions based on sensory input and environmental
data.

e Generalization: Since real-world conditions often diverge
from training environments, IASs must extend beyond
the data and scenarios they were originally trained on.
Generalization reflects the system’s capacity to adapt
learned models to new tasks, environments, or unfore-
seen disturbances, thereby ensuring consistent performance
across diverse situations.

o Robustness: Al models can be vulnerable to perturbations
in input data or environmental factors. Robustness denotes
the system’s ability to sustain functional performance des-
pite exposure to uncertainties, noise, adversarial attacks, and
environmental variations.

o Explainability/transparency: The decision-making pro-
cesses of Al models in IASs can often be opaque, making
it difficult for users to understand why a system made a par-
ticular decision. Reliability is thus closely linked to explain-
ability, which fosters trust, accountability, and the ability to
diagnose errors or failures.

Together, these dimensions collectively define the reliability
of IASs, ensuring not only functional correctness but also
trust and safety in real-world operations. As IASs evolve,
addressing the challenges inherent to each dimension remains
essential for enhancing their reliability in complex, high-
stakes environments. To facilitate a holistic understanding,
figure 1 presents a conceptual taxonomy mapping that visu-
ally summarizes key enhancement strategies across the four
interconnected dimensions, categorizing methodologies into
primary approaches with representative examples and cita-
tions. This framework guides the subsequent detailed reviews
in sections 2.2-2.5. Arrows in the mapping highlight inter-
dependencies and potential trade-offs, such as shared uncer-
tainty handling between generalization and robustness, and the
robustness-accuracy dilemma, which are further elaborated in
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Figure 1.

the section 2.6, enabling readers to contextualize state-of-the-
art approaches within IAS reliability engineering.

2.2. Accuracy

2.2.1. Multidimensional accuracy: perception, prediction and
control. The accuracy of IASs refers to the consistency
between expected and actual outputs in given task scen-
arios, serving as a fundamental indicator of system reliab-
ility. As IASs are deployed across diverse domains, accur-
acy has become a multifaceted concept spanning perception,
prediction, and control. In perception tasks such as multiple
object tracking, the multiple object tracking accuracy (MOTA)
is widely adopted, defined as

FN + FP + IDSW
Mota =1 - AL 5 (1)

where FN, FP, IDSW, and GT represent the numbers of
false negatives, false positives, identity switches, and ground
truths, respectively [25]. Improving MOTA can lower the risk
of downstream planning failures due to erroneous environ-
mental understanding, thereby enhancing operational reliabil-
ity. In prediction, metrics such as the minimum final displace-
ment error (minFDE) evaluate long-term trajectory forecast-
ing; among a set of K predicted future trajectories for a tar-
get, minFDE is the Euclidean distance between the endpoint
of the ground truth trajectory and the endpoint of the closest
predicted trajectory:

inFDEc = min [vr—5 2
minFDEg = min _(lyr—3;° | 2

where yr and jf(Tk) denote the final coordinates of the ground

truth and the kth predicted trajectory, respectively, and |||,
is the L2-norm [26]. A reduction in minFDE, for example,
can decrease the probability of collisions caused by positional
estimation errors, which can improve reliability metrics such

Conceptual taxonomy mapping of reliability enhancement strategies in IASs across dimensions.

as the mean time between failures (MTBFs). In control, accur-
acy is often assessed by position drift (the Euclidean distance
between the actual and target final position) and rotation devi-
ation (the minimal angular difference between the actual and
target orientation) [27]; minimizing these deviations is essen-
tial for ensuring consistent operational performance and long-
term system stability. Thus, accuracy metrics serve as quanti-
fiable proxies for reliability attributes of IASs.

2.2.2. Accuracy enhancement paradigms. To enhance
the accuracy of IASs, researchers have developed diverse
approaches spanning critical technical areas such as percep-
tion, prediction, and control. This section offers a detailed
review of representative studies, highlighting their core innov-
ations, application contexts, strengths, and limitations. Table 1
summarizes these studies for accuracy improvement.

Accurate perception serves as the foundation for reliable
prediction and control in IASs. Achieving it in engineer-
ing necessitates trade-offs between performance and effi-
ciency, depending on application-specific priorities. In safety-
critical domains like autonomous driving, accuracy under
harsh operating conditions is paramount, which often leads
to the adoption of computationally intensive but highly accur-
ate models. As illustrated by Walambe et al [28], an integ-
rated object detection framework that leveraged the rapid
response of YOLOv3 and the small-object sensitivity of
RetinaNet achieved significant accuracy improvement over
baseline models under adverse weather conditions; this integ-
rated approach itself provides a form of technical redundancy
against environmental uncertainty. However, such an approach
incurs substantial processing overhead, making it less suitable
for severely resource-constrained platforms. Conversely, for
persistent monitoring applications where long-term deploy-
ability and energy efficiency take precedence, researchers
often focus on architectural light-weighting. For example,
Musabimana et al [29] developed an enhanced lightweight
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Table 1. Representative studies for improving accuracy in IASs.

Category Representative works Key contributions Application domain
Perception Walambe et al [28] YOLOV3 + RetinaNet, better detection in bad weather Autonomous driving
Musabimana et al [29] Lightweight hybrid Transformer, 5.99% RMSE reduction Smart agriculture
Prediction Cheng et al [30] Graph + GCN for pedestrian trajectory Autonomous driving
Lu et al [31] Transformer transfer learning for lane-change Autonomous driving
Zou et al [32] Unified model with pose/trajectory/group context Autonomous driving
Control Ma et al [33] Deep RL for accurate attitude/velocity control UAVs

Xia et al [34]

Ran et al [35]

Nan et al [36]

Lebede and Nadarajah [37]
Yang et al [38]

Soft actor-critic, <0.1 m lateral error

Driving-style car-following, 94.8% success

Inverse RL with attention, collision risk 0.01%
Bayesian NN for uncertainty, errors reduced 32%—-42%
RL control for blast stoves, 85.9% accuracy

Autonomous driving
Autonomous driving
Autonomous driving
Autonomous driving
Smart manufacturing

Liu [39] Vision-based polishing with Mask R-CNN, <1 mm error Smart manufacturing
Separable  Separable LSTM LSTM Transformer
ConviD ConvIiD Layer 1 Layer 2 Multi-Head
X CO-( ) hy Self-Attention
Xz 4 ; : <
* )y hz Dropout
!
Xe g Residual Connection % .
v & LayerNorm 2 Prediction
Xr EY Separable Conv1D
Environmental ¥ N s :
parameters ' A, h Global Average
g = hr Pooling

Figure 2. Structure of the lightweight hybrid transformer model for intelligent monitoring.

hybrid Transformer model incorporating depthwise separ-
able convolutions and global average pooling for intelligent
environmental monitoring (figure 2). It achieves dramatic
gains in operational efficiency, reducing model size by 21.1%
and training time by 29.7% while maintaining competitive
prediction accuracy. Thus, the pursuit of accurate perception
entails a balance: leveraging computational resources for max-
imal reliability in dynamic environments, or prioritizing sus-
tainable efficiency for stable, long-term deployments.

Accurate prediction is another cornerstone for reliable
decision-making and control in IASs, with trajectory predic-
tion emerging as one of the most extensively studied chal-
lenges. Current research varies in its approach to handling the
inherent complexities and uncertainties of prediction, particu-
larly in terms of data utilization, scene dependency, and inter-
action modeling. Cheng et al [30] proposed an attention-based
graph model for pedestrian trajectory prediction. Its scene-
centric graph design efficiently captures spatiotemporal inter-
actions in open environments, achieving a favorable accuracy-
speed balance. However, its performance is constrained in
highly structured environments, as it intentionally omits scene
semantics such as lane boundaries, which can limit the abil-
ity to manage environmental uncertainty and lead to physic-
ally implausible predictions (figure 3). In contrast, Lu er al

[31] addressed the data scarcity issue in lane-change scenarios
by introducing a transfer learning framework. This method
leverages large-scale, generic trajectory data to pre-train a
model, creating a form of knowledge redundancy by learn-
ing complex inter-vehicle interaction patterns, which are then
transferred to boost the performance of a dedicated lane-
change prediction model. While this significantly improves
accuracy against data sparsity, it adds complexity to the train-
ing phase. Zou et al [32] tackled complexity in pedestrian
intention prediction by fusing multiple data modalities includ-
ing pose, trajectory, and social group context. Their work
demonstrates that explicitly modeling group behavior yields
significant accuracy gains in complex scenarios. However, this
approach introduces a trade-off: it creates a strong dependency
on the robustness of upstream feature extractors, such as pose
estimation models, making the system vulnerable to failures
under occlusion or poor sensing conditions. Together, these
studies highlight how advanced graph-based, Transformer-
based, and multi-modal learning architectures are advancing
the predictive capabilities of IASs across diverse dynamic
environments.

Control accuracy is a critical determinant of IAS reliability.
Research on improving control accuracy in IASs reveals dis-
tinct technical pathways shaped by application scenarios and
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Figure 3. Conceptual illustration of physically implausible trajectory predictions when omitting scene semantics.
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Figure 4. Conceptual illustration of human-like attention allocation of road vehicles.

core challenges. For handling dynamic uncertainties, Deep RL
(DRL) based controllers demonstrate strong adaptability. For
instance, Ma et al [33] and Xia et al [34] designed DRL con-
trollers for UAV wind disturbance rejection and high-curvature
vehicle path tracking, respectively, achieving high precision
while validating from simulation to hardware-in-the-loop.
However, such methods generally require extensive training
data and intricate reward shaping, and their policies lack inter-
pretability. To enhance decision-making trust and human-
likeness, more complex modeling mechanisms are introduced.
Nan et al [36] utilized inverse RL with attention mechan-
isms to mimic human driver preferences (figure 4), signific-
antly improving behavioral realism and safety, but their model
training is more complex and heavily reliant on the qual-
ity of demonstration data. Similarly, Lebede and Nadarajah
[37] employed Bayesian neural networks (BNN) to expli-
citly quantify decision uncertainty, enabling more conservat-
ive and safer driving in adverse conditions, albeit at a high
computational cost. In structured industrial settings, hybrid
approaches combining learning with traditional control are
prevalent. Yang et al [38] applied RL to optimize blast furnace
valve control, addressing processes difficult to model analyt-
ically, while Liu [39] integrated Mask R-CNN vision with

PID-impedance control for robotic polishing, achieving sub-
millimeter accuracy. These hybrid schemes often incorporate
algorithmic redundancy, merging data-driven adaptation with
deterministic control laws to enhance overall system reliabil-
ity, but they often lack generalization beyond specific opera-
tional environments.

While all the above strategies aim to enhance accur-
acy, their implications for reliability assurance vary. Purely
deep learning-based perception enhancements, such as the
integrated object detection framework, provide high per-
formance but introduce ‘black-box’ non-determinism, mak-
ing safety certification (e.g. ISO 26262/SOTIF) challenging
in safety-critical scenarios [28]. In contrast, hybrid control
strategies that combine vision with deterministic PID or
impedance control offer superior verifiability, as the control
loop remains analytically stable even with component degrad-
ations. Furthermore, while lightweight architectures reduce
latency, they often lack the structural redundancy of multi-
modal fusion models. Given these trade-offs, relying solely
on deterministic accuracy metrics is increasingly insufficient.
Consequently, for high-stakes applications like autonomous
driving, there is a clear trend towards methods that not only
maximize accuracy metrics, e.g. MOTA, but also incorporate
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Table 2. Domain generalization strategies for [ASs: advantages and limitations.

Strategies Approach

Advantages

Limitations

Data-centric
strategies

Data augmentation
Domain randomization

Simple, low-cost
Simple and effective

May be ineffective or introduce bias
Hard to design; may not match real-world

Model-centric
strategies

Meta-learning

Representation learning

Rapid adaptation with few samples

Learns transferable robust features

Needs diverse tasks; computationally
heavy
Depends on source—target similarity

Advanced learning
paradigms

Multi-task learning

Improves cross-task generalization
Large-scale pre-trained models Strong zero-/few-shot generalization

Unrelated tasks may hurt performance
Requires huge compute/data; low
interpretability

explicit uncertainty bounds, serving as a necessary condition
for reliability assessment [40].

2.3. Generalization

IASs often face significant challenges of performance con-
sistency when transitioning from controlled training envir-
onments to the complex and dynamic open world [41].
A core issue lies in the system’s generalization capability.
Generalization refers to the ability of autonomous intelligent
agents to transfer and apply existing knowledge and skills to
unknown environments and tasks, which is crucial for ensur-
ing the reliability and safety of IASs in the open world [42].

2.3.1. Domain divergence and theoretical risk bounds. In
Al, generalization denotes a model’s ability to sustain per-
formance on unseen data or tasks. For IASs, this mani-
fests as the capacity to make accurate decisions and execute
tasks under varying environmental conditions, sensory inputs,
or task requirements. For instance, an autonomous vehicle
trained on daytime data in clear weather must demonstrate
generalization by safely navigating out-of-distribution (OOD)
scenarios, such as nighttime or foggy conditions. Strong
generalization enables IASs to adapt existing knowledge to
diverse scenarios, showcasing environmental adaptability and
task transferability.
Given M training (source) domains Sy, = {S')i =
1,---,M}, where §' = { (xI,/) }jn:] represents the ith domain.
Xy 7
Py, 1 < i #j < M. The goal of domain generalization can
be formalized as learning a robust and generalizable prediction
function i : X — Y from the training domains that minimizes
prediction error on an unseen test domain See [43]:

The joint distribution between domains differs:

mhinIE(x)y)esm [ (h(x),y)] 3)

where |E represents expectation, £ (-, -) is the loss function.
The expected risk on a target domain et (k) is bounded by
the source risk es (k) and the domain divergence:

1
eT (h) <€y (/’l) + EdHAH (DS,DT) + A @

where dy A measures the discrepancy between distributions
D, and ) represents the ideal joint risk. This theoretical frame-
work reveals that the core challenge of DG is minimizing the
divergence dy Ay Without compromising the discriminability
required to keep es (h) low.

2.3.2 Strategies for cross-domain generalization. To
address the challenges of generalization, researchers have pro-
posed a range of solutions from various dimensions, such as
data, models, and learning paradigms. This section categor-
izes these methods into three main strategies and provides a
detailed discussion. Table 2 summarizes these strategies for
IASs and contrasts their key strengths and limitations.

A. Data-centric strategies

A straightforward method to improve generalization is to
enhance the diversity and coverage of training data, exposing
models to varied scenarios. Key techniques include data aug-
mentation and domain randomization.

Data augmentation generates synthetic training samples
through transformations of existing data, expanding dataset
diversity without additional collection. Basic augmentation,
common in computer vision, includes geometric transforma-
tions (e.g. random rotations, scaling, cropping) and color space
adjustments (e.g. brightness, contrast, saturation) [44]. These
operations simulate the appearance of objects under differ-
ent angles, distances, and lighting conditions. Advanced aug-
mentation aims to create semantically challenging samples.
For example, generative augmentation methods use generat-
ive adversarial networks [45] or variational autoencoders [46]
to learn the latent distribution of the training data and generate
new, highly realistic synthetic data. Another method, Mixup
[47], generates new samples by linearly interpolating between
two randomly selected samples and their labels as:

®

where (x;,y;) and (x;,y;) are two training samples, and X is
a mixing coefficient sampled from a Beta distribution. Data
augmentation is simple, cost-effective, and effective for lim-
ited datasets, but basic transformations may not produce novel
semantic samples (e.g. rotating a car image cannot yield a



J. Reliab. Sci. Eng. 2 (2026) 012002

Topical Review

truck). Poorly designed augmentations may also introduce
biases misaligned with real-world data, potentially degrading
performance.

While data augmentation is the most cost-effective method
for addressing standard visual corruptions (e.g. lighting, noise)
in limited datasets, it is often insufficient for complex physical
interactions. Under conditions involving sim-to-real transfer
or dynamics mismatches, domain randomization is signi-
ficantly more effective. By randomizing physical paramet-
ers, it prevents the policy from overfitting to the simula-
tion. Therefore, domain randomization is preferable when the
primary domain shift arises from environmental physics rather
than mere visual appearance. The essence of domain random-
ization is to produce diverse training samples by randomly
perturbing environmental parameters such as material tex-
tures and physical parameters in simulated environments [48].
This approach ensures that the trained policy does not over-
fit to a specific environment but instead adapts to a variety of
unstructured conditions, making it more capable of handling
new situations. For example, OpenAl’s robotic grasping tasks
randomized object colors, backgrounds, and lighting, allow-
ing policies to generalize to real-world settings. Chen et al
[49] proposed adversarial domain randomization, using an
adversarial generator to create realistic training environments
for complex scenarios. While simple and effective, especially
in RL, domain randomization requires careful design of per-
turbation ranges. Inadequate ranges may fail to cover real-
world variations, while excessive randomization can complic-
ate learning. It also struggles with unconsidered real-world
factors, such as novel sensor interference [50].

From a reliability engineering perspective, domain ran-
domization functions as a simulation-based reliability assess-
ment framework. By systematically introducing environ-
mental ‘faults’ and sensor disturbances during training, it
effectively acts as a proactive stress test, identifying poten-
tial failure modes within the operational design domain (ODD)
before real-world deployment.

The above data-centric strategies serve as a low-cost
baseline effective for sensor-level noise robustness. However,
they face a ‘semantic gap’ limitation: basic transformations
cannot simulate high-level semantic shifts (e.g. changing a
car to a truck), and aggressive randomization may intro-
duce unrealistic biases that degrade real-world performance.
These methods are most applicable to closed-loop control
tasks (e.g. robotic grasping) where physical parameters are
the primary variable, but struggle with complex open-world
semantic changes.

B. Model-centric strategies

These strategies focus on improving the model architec-
ture or learning objectives themselves, endowing the model
with stronger generalization and adaptability. Key approaches
include meta-learning and representation learning.

Meta-learning, often referred to as ‘learning how to learn’,
aims to enable models to adapt quickly to new tasks with
minimal data. For IASs, it targets task-level generalization,

serving as a key enabler for autonomous task reconfigurab-
ility. By allowing agents to master new tasks explicitly with
minimal data, meta-learning ensures reliability when the sys-
tem must reconfigure its objectives in unforeseen scenarios.
A classic meta-learning algorithm is model-agnostic meta-
learning (MAML) [51], which seeks to optimize initial model
parameters 6 for high ‘plasticity’, achieving strong perform-
ance with few gradient updates on new tasks. The optimization
objective can be defined as:

min > Lz, (fa;) where 8/ =60 —aVoLy,(fy)  (6)

Ti~p(T)

where p (T) represents the distribution of tasks. The algorithm
optimizes the meta-parameters 6 in the outer loop and simu-
lates the rapid adaptation process to a new task 7; in the inner
loop.

In addition to MAML, many variants have been proposed
for the fields of robotics and RL. Yu et al [52] established a
meta-learning benchmark based on 50 robotic arm manipula-
tion tasks, promoting standardized evaluation of algorithms.
Bao et al [53] introduced the memory augmentation strategy,
which applies structured task perturbations to the experience
during meta-training, simulating potential OOD tasks. By util-
izing recurrent neural networks (RNNs) to implicitly infer this
latent task context from history, this approach enables zero-
shot generalization to new tasks. Figure 5 shows an over-
view of the proposed framework. They demonstrated this in a
robot walking task, where the robot was able to directly adapt
to a more complex new situation without additional train-
ing, demonstrating robust adaptability. This capability essen-
tially provides a mechanism for software-defined adaptive
fault tolerance. Unlike traditional hardware redundancy, the
meta-learning agent implicitly infers the unobservable fault
context (e.g. joint failure) and rapidly adjusts its locomotion
policy, serving as an active recovery mechanism against unex-
pected degradation. However, meta-learning often relies on
the diversity and representativeness of training tasks: if the
distribution of training tasks is insufficient, the model will
still face challenges when new tasks come. Furthermore, the
meta-training process is computationally expensive, requir-
ing repeated optimization at the ‘task level’. Additionally,
meta-learning models may experience negative transfer, where
interference between tasks prevents the optimal initial point
for all tasks [54].

Representation learning has been a central focus and is also
one of the key factors for achieving successful domain general-
ization. Typically, the prediction function 4 is decomposed as
h = f o g, where g is the representation learning function and f
is the classifier function. The core objective is to learn a robust
representation function g, with its optimization goal as:

min By, (£ (2 (4)) ) + Areg Q)

where /., represents the regularization term, and A is a balan-
cing parameter.
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Figure 5. Structure of the memory augmentation strategy.

David et al [55] took a theoretical approach and demon-
strated that if the feature representation remains invariant,
the representation exhibits strong generalization for effect-
ive transferring to unseen domains. Blanchard et al [56] first
introduced kernel methods into domain generalization, using
semi-definite kernels to learn invariant kernels. Methods such
as KDDRL [57] and CDIG [58] aim to minimize the diver-
gence term dy Ay by aligning feature distributions. KDDRL
employs a multi-teacher distillation framework to filter out
domain-specific ‘style’ noise, effectively enforcing invariance.
Similarly, CDIG utilizes contrastive learning to pull features of
homologous signals closer. However, a fundamental theoret-
ical limitation of strictly invariant representations is the poten-
tial loss of semantic discriminability. As discussed in recent
studies [59], aggressively aligning distributions may force the
model to discard domain-specific features that are actually
causally linked to the label (spurious invariance). Furthermore,
as noted in the survey by Khoee et al [60], these methods
struggle when the ‘invariant’ assumption is violated, i.e. when
data distributions differ substantially.

The choice between representation learning and meta-
learning depends on the nature of the target shift.
Representation learning is preferable when the task remains
constant but the environment changes (e.g. autonomous driv-
ing in different cities), as it focuses on invariant feature extrac-
tion. Conversely, meta-learning is the superior choice for
multi-task scenarios where the agent must adapt to entirely
new tasks or dynamics with minimal data. However, if compu-
tational resources are constrained during the inference phase,
representation learning is more suitable, as meta-learning typ-
ically requires computationally expensive gradient updates for
adaptation.

C. Advanced learning paradigms

Training data diversity and task richness can benefit models’
generalization potential. Based on this idea, some advanced

learning paradigms such as multi-task learning and large-scale
pre-training have become widely adopted approaches.

Multi-task learning improves generalization by jointly
training on multiple tasks with shared parameters. This
paradigm supports task reconfigurability by fostering ver-
satile representations that allow the system to switch func-
tions reliably without catastrophic performance drops. For
example, the authors in [61] treat object recognition in dif-
ferent visual styles as multiple separate tasks. By sharing a
core feature-extraction network, the model learns general fea-
tures to better recognize objects in new domains. In addi-
tion, large-scale pre-trained models have provided a new
perspective on improving IASs generalization. These models
leverage vast, diverse datasets for self-supervised pre-training,
enabling strong generalization and adaptation to new tasks
via fine-tuning [42]. The cross-domain big data compensate
for the lack of training data in single tasks, endowing the
model with broader knowledge and enhanced generalization.
In the context of system reliability, these foundation mod-
els offer a form of informational redundancy. When specific
local sensor data is sparse or ambiguous (a potential failure
point), the model’s vast, pre-trained generalized prior acts as a
fallback or redundant information source, ensuring decision-
making continuity in edge cases absent from the task-specific
training data. Google’s Robotics Transformer 1 (RT-1) [62]
uses over 700 robotic manipulation tasks, 130,000 real-world
operation trajectories, enabling significant zero-shot gener-
alization. DeepMind’s RT-2 [63] integrates web and robotic
data for enhanced semantic reasoning. Experiments showed
that RT-2 exhibited remarkable zero-shot generalization on
entirely new objects and instructions. The results indicate
that its potential to overcome traditional models’ generaliza-
tion limits in complex, open-world scenarios. Similar explor-
ations are also underway in autonomous driving. Wu et al
[42] reviewed the potential of foundation models, noting that
large models significantly enhance scene understanding and
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reasoning generalization by leveraging extensive pre-training.
However, these models demand significant computational
resources, encompassing data collection, storage, and com-
putation. Moreover, these large models severely lack inter-
pretability, with decision-making processes difficult to inter-
pret, which could introduce new risks in safety-critical IASs
applications.

These advanced paradigms represent the current state-of-
the-art in zero-shot generalization, leveraging massive pre-
training to cover diverse edge cases. The critical trade-off
here lies in ‘safety assurance’. While performance is high,
these ‘black-box’ models severely lack interpretability, mak-
ing it difficult to trace the root cause of failures. Consequently,
while they are applicable to high-level reasoning and percep-
tion tasks, their deployment in safety-critical decision-making
requires additional safety guardrails compared to traditional
methods.

Overall, synthesizing these strategies from the perspect-
ive of reliability assurance, distinctions emerge regarding
their verifiability and impact on system safety boundaries.
Data-centric approaches, particularly domain randomization,
offer a deterministic advantage for reliability assessment by
enabling engineers to explicitly define and stress-test the
ODD. This capability allows for the verification of system
performance against prescribed perturbation limits, to align
with the established safety standards. In stark contrast, while
foundation models provide extensive knowledge redundancy
for open-world scenarios, their ‘black-box’ nature introduces
significant epistemic uncertainty (EU). The opacity of their
decision-making processes impedes the traceability of spe-
cific failure modes, posing severe challenges for certifica-
tion in safety-critical applications. Meanwhile, model-centric
strategies such as meta-learning introduce a dynamic layer
of reliability through adaptive fault tolerance; however, their
contribution to system resilience is fundamentally contingent
upon guaranteeing the algorithm stability of the adaptation
process, lest the mechanism itself induces secondary failures
during runtime operation.

2.4. Robustness

Robustness is a cornerstone of reliable intelligent systems,
denoting their ability to sustain stable performance and func-
tionality in the presence of uncertainty, noise, and environ-
mental perturbations [64]. As autonomous systems increas-
ingly operate in open-ended, unstructured environments, their
susceptibility to adversarial perturbations, noisy inputs, and
domain shifts poses fundamental challenges to achieving
trustworthy operation. Empirical evidence has consistently
underscored these vulnerabilities. For example, Ko et al [65]
revealed that small input perturbations propagate exponen-
tially through time steps, degrading long-term predictions by
25%-40%. Similarly, Goodfellow et al [66] demonstrated that
adversarial examples exploit the linear nature of intelligent
models, causing significant misclassifications even with min-
imal input changes. These observations highlight the urgent
need to address robustness gaps in IASs.

2.4.1. Definition and scope: from perturbation resilience to
uncertainty management.  Robustness refers to the capacity
of IASs to maintain consistent, reliable performance and func-
tionality despite exposure to uncertainties, noise, adversarial
inputs, and environmental variations [24]. Formally, it can be
conceptualized as a system’s resilience to perturbations that
deviate from nominal operating conditions, ensuring minimal
degradation in key metrics such as accuracy, precision, and
mission success rate. Let x € X be the input, y € Y be the target
output, and D be the underlying data distribution. We define A
as the set of allowable perturbations. The robustness objective
is mathematically formulated as finding the optimal paramet-
ers 0 that satisfy:

0" —argminE(yp | maxL(fo (x+6),3)| )

where L is the loss function; the inner maximization represents
the perturbations or attacks that quantify the system’s vulner-
ability limit; while the outer expectation ensures the system
remains resilient across the operational domain.

In the prediction and decision-making processes of IASs,
robustness relies heavily on the management of uncertainties,
which typically stem from two distinct sources, namely the
aleatoric and epistemic uncertainties [67]. The aleatoric uncer-
tainty (AU) primarily arises from the inherent randomness
and noise in the environment or sensor data. For instance, the
LIDAR point cloud noise during heavy rain is often irreducible
even with more data. Conversely, the EU stems from the lack
of knowledge within the model itself, often caused by limited
training data or distribution shifts. For example, a self-driving
car trained only on sunny highways may exhibit high EU when
encountering a snowy urban intersection. Quantifying these
uncertainties allows the system to distinguish between ‘noisy
data’ and ‘unknown scenarios’, providing a theoretical basis
for fail-safe decisions [68]. In contrast to traditional engineer-
ing approaches, which focus primarily on hardware redund-
ancy and logical fault tolerance, the concept of robustness
in IASs extends these principles to the algorithmic layer. It
serves as a critical reliability assessment dimension, quantify-
ing the system’s ability to operate within safe boundaries under
uncertainties. In this context, improving robustness is equi-
valent to minimizing the probability of system failure caused
by factors such as unexpected domain shifts or malicious per-
turbations, thereby directly contributing to the overall mission
reliability.

2.4.2. Mechanisms for robustness improvement. In the
pursuit of improving the reliability and robustness of IASs,
significant advancements have been made, covering various
strategies including classical control methods, data augment-
ation, adversarial training, and RL, to improve the robust-
ness of these systems and their foundational models. Table 3
summarizes different representative methods for robustness
improvement.
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Table 3. Representative methods for improving robustness in IASs.

Representative Relative Effectiveness
Approach works Key contributions & strengths Limitations & trade-offs
Classical robust Lietal, Model-based: Adaptive e Rigorous theoretical e Relies on precise
control Badings, Wei controller, Interval guarantees and mathematical
et al [69-71] MDPs, PAC bounds stability for known abstraction;
dynamics; e Difficult to apply and
e Effective for scale
low-level
stabilization
Adversarial Shu et al, Zhang Optimization-based: e Serves as ‘virtual o May degrade
training & data etal, Unal et al Min-max optimization, fault injection’, performance on clean
augmentation [72-74] PGD, differentiable reducing sensitivity data;
augmentation to perturbations and e Computationally
sensor noise expensive for training
Adversarial Pinto et al, He Game-theoretic: e Enables agents to e Can be hard to
reinforcement et al [715-77] Protagonist vs adversary, learn resilient converge;
learning actor-critic RL training policies against e Potential for
disturbances and over-conservative
errors under strong
adversary
Attention Almalioglu Architecture-based: e Acts as intelligent o Complexity:
mechanisms & et al, Zhou et al, Reliability masks, redundancys; e.g. quadratic
fusion Dahal et al Self-attention, token e Dynamically complexity of
[78-80] clustering reallocates trust from self-attention;
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Figure 6. Conceptual illustration of the iterative sampling-based robust control.

1) Robust control methods

The classical robust control methods have played a
fundamental role in ensuring the reliability of IASs by mit-
igating the effects of uncertainties and noise. Li et al [69]
addressed the uncertainty and noise in autonomous vehicles
path tracking by introducing an adaptive robust controller,
which utilized a linear quadratic regulator for stabilizing the
nominal system. An adaptive control law was also designed to
suppress uncertainties and measurement noise. Badings et al
[70] introduced a sampling-based robust control approach as

shown in figure 6. The method leveraged finite noise samples
to abstract continuous dynamics into interval Markov decision
processes (MDPs), employing the scenario approach to com-
pute probably approximately correct (PAC) bounds on trans-
ition probabilities. This method aligns with reliability assess-
ment frameworks by abstracting continuous dynamic uncer-
tainties into probabilistic guarantees. It ensures that the UAV
motion planning remains within a safe reliability margin even
under stochastic noise, effectively acting as a proactive fault-
tolerance mechanism. Similarly, Wei ef al [71] introduced a



J. Reliab. Sci. Eng. 2 (2026) 012002

Topical Review

Clean Data Batch Td:
Augmentation 1

Adversarial
Process

Shared Learning Learning Learning
Backbone Process Process Process
Network
~ Batch Loop

T2
Augmentation 2

Adversarial
Process

Tk:
Augmentation k

Adversarial
Process

Figure 7. Conceptual illustration of the adversarial data augmentation process.

point-based MDP to tackle the uncertainties in single-lane
autonomous driving. Their approach integrated Monte Carlo
sampling, probabilistic reasoning with an acceleration pre-
diction model, which enabled to account for sensor noise,
and perception of constraints and surroundings, improving
robustness in dynamic traffic scenarios.

Classical robust control approaches are preferable for
safety-critical control subsystems where the system dynam-
ics can be explicitly modeled. Their primary advantage lies
in providing deterministic safety margins and PAC bounds,
which are currently difficult to derive for deep learning mod-
els. However, its applicability is often limited by the com-
plexity of modeling high-dimensional sensory data. These
methods may struggle to generalize in unstructured environ-
ments where precise mathematical abstraction of uncertainty
is infeasible.

2) Adversarial training techniques

Another primary approach for ensuring the robustness of sys-
tems involves adversarial training techniques, which aim
to make systems more resilient to input perturbations, sensor
noise and adversarial attacks [81]. For instance, several stud-
ies have focused on adversarial data augmentation, which
involves generating adversarial dataset to simulate real-world
disturbances and enrich training datasets. The process can be
characterized as in figure 7. From a reliability engineering
perspective, the adversarial training and data augmentation
function as extensive ‘virtual fault injection’ campaigns. By
exposing the model to worst-case perturbations, these methods
reduce the system’s sensitivity to input variations, effectively
acting as a robustness enhancement strategy for the systems.

For instance, Shu et al [72] proposed an adversarial differen-
tiable data augmentation method to improve the robustness of
vision-based control tasks in autonomous vehicles. By formu-
lating image degradations in a differentiable way, they then
used the projected gradient descent (PGD) method to find the
worst-case augmentation parameters, thereby improving the
neural networks’ robustness against image corruptions in the
learning to steer task. Zhang et al [73] extended adversarial
approaches to robust trajectory prediction models, showing
that perturbing vehicle trajectories can lead to significant
prediction errors. They then designed mitigation techniques
such as data augmentation and trajectory smoothing methods
based on convolution and SVM, to reduce prediction errors
under adversarial conditions. Similarly, Unal et al [74] pro-
pose an adversarial test set generation method to enhance
robustness in autonomous systems under data uncertainty and
adversarial attacks. The approach adopted a non-dominated
sorting genetic algorithm to generate highly uncertain test
data. The framework incorporates dropout layers and UQ to
improve model resilience. Furthermore, Madry et al [82] for-
mulated adversarial robustness of neural networks as a min-
max optimization problem, unifying attack generation and
defense training. The PGD was employed to solve the inner
maximization for generating effective adversarial examples.
By exposing models to worst-case perturbations, these
methods significantly improve resilience against sensory noise
and adversarial attacks, a domain where classical control is
typically inapplicable. Besides, adversarial training functions
as a static, offline defense mechanism, embedding robust-
ness into the model weights. Thus, it serves as a dominant
strategy for high-dimensional perception tasks (e.g. vision).
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Figure 8. Conceptual illustration of the robust lane change decision-making approach.

Nevertheless, its relative effectiveness comes at a cost: the iter-
ative gradient calculations required for attack generation act as
a computationally intensive ‘virtual fault injection’, substan-
tially adding to the training time. More critically, it introduces
arobustness-accuracy trade-off, where the min-max optimiza-
tion may enforce decision boundaries to accommodate worst-
case deviations, thereby compromising its performance on
nominal, clean data.

3) Adversarial RL

Moreover, Pinto et al [75] introduced robust adversarial RL
for enhancing policy robustness in RL agents facing model-
ing errors and environmental uncertainties. The framework
jointly trained a protagonist agent and an adversarial agent that
applied destabilizing forces, framing the problem as a zero-
sum Markov game. The adversary learns optimal disturbance
policies to thwart the protagonist, forcing it to develop resili-
ence against perturbations. Similarly, He et al have extensively
explored the adversarial RL approach to improve autonomous
systems robustness. For example, in [76], they model envir-
onmental disturbances as an adversarial agent and employ
white-box attacks to simulate perturbations. A constrained
adversarial actor-critic algorithm was then proposed for on-
ramp merging, ensuring variations in the policy and action-
value function remain within acceptable bounds. Additionally,
an observation adversarial RL framework for robust lane-
change decisions was developed in [77]. It employs a con-
strained MDP to formalize decision-making under perturba-
tions and uses Bayesian optimization for black-box attacks

to generate adversarial observations. An observation-robust
actor-critic algorithm, as presented in figure 8, minimizes
policy variations while optimizing lane-change behaviors.
Furthermore, the authors [83] address policy robustness by
training an agent to generate optimal perturbations for both
observed states and environmental dynamics, enabling the sys-
tem to learn to resist uncertainties. A safety mask based on the
responsibility-sensitive safety model further ensured collision-
free policies during training and testing.

Conceptually, the approach bridges the gap between con-
trol theory and learning by framing robustness as a zero-
sum Markov game. While this formulation allows policies
to proactively adapt to worst-case dynamic uncertainties, it
faces a critical robustness-performance trade-off. The uncon-
strained maximization of adversarial or worst-case loss may
drive agents toward excessive conservatism, where nominal
performance is sacrificed to survive extreme perturbations.

4) Attention mechanisms and fusion

The integration of attention mechanisms has also proven
its effectiveness in improving robustness, which functions as
an intelligent redundancy management strategy. While tra-
ditional redundancy relies on voting logic among identical
sensors, attention-based fusion allows systems to dynamic-
ally assess the trustworthiness of heterogeneous sensors. For
instance, the ‘reliability masks’ proposed by Almalioglu et al
[78] allow the IASs to dynamically block unreliable sensor
streams (e.g. faulty or noisy inputs) and reallocate trust to
functional modalities. This mimics the fail-operational logic,
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ensuring that partial sensor degradation does not lead to total
system failure. Beyond sensor fusion, self-attention enhances
the intrinsic robustness of perception models. Zhou et al
[79] investigated the role of self-attention in the robustness
of vision transformers (ViTs) against input corruptions. The
authors identify that self-attention promotes mid-level rep-
resentations through visual token clustering, which correl-
ates with improved robustness. Dahal et al [80] presented
RobustStateNet, which used RNN to predict vehicle motion,
alongside a Kalman filter-like structure to update the predicted
state with global positioning data. The system uses a mask-
ing mechanism to adaptively weigh and selectively fuse RNN
outputs based on feature reliability, enabling it to adapt to
measurement uncertainties and noise, particularly in failure-
prone scenarios. Zhou et al further [79] interpret the above
phenomenon via the information bottleneck (IB) principle,
suggesting that self-attention optimizes IB objectives by com-
pressing irrelevant information while preserving task-relevant
features and, thus, improve the robustness.

Unlike adversarial training, which embeds robustness into
model weights via offline optimization, attention mechanisms
and fusion strategies operate dynamically at runtime. This
offers a distinct advantage in terms of computational efficiency
and adaptability. By actively filtering out unreliable sensor
streams via reliability masks or attention weights, these meth-
ods function as an interpretable, resource-efficient redundancy
management strategy. However, this approach introduces spe-
cific limitations. The calculation of attention maps, particu-
larly the quadratic complexity of self-attention, imposes a sig-
nificant computational burden, potentially hindering deploy-
ment on resource-constrained devices. Furthermore, while
attention acts as a dynamic gatekeeper, it does not inherently
guarantee immunity against coherent, semantically disguised
attacks.

2.4.3. UQ for robust decision-making. While the afore-
mentioned techniques enhance resilience against specific
threats, UQ has emerged as a pivotal strategy for enhancing
the robustness of IASs by providing a structured means to
measure, propagate, and mitigate uncertainties in dynamic
environments [84]. From a reliability engineering perspective,
UQ transitions IASs from reactive fault tolerance to proactive
risk management, enabling to quantify the confidence in their
perceptions, predictions, and decisions, and to adapt accord-
ingly. Unlike traditional robustness methods that focus on
worst-case perturbations or redundancy, UQ integrates prob-
abilistic reasoning to bound epistemic and aleatoric uncertain-
ties. This ‘confidence calibration’ layer significantly reduces
the probability of unsafe actions in safety-critical domains
such as autonomous driving, robotics, and UASs [85].

1) Types of uncertainty in IASs

As mentioned before, uncertainties in IASs are broadly cat-
egorized into AU and EU. Recent surveys highlight the inter-
play between these types in IASs, where AU predomin-
ates in sensor distortions, and EU arises in novel situations

[40]. Shao et al [86] further refine AU into short-term
(e.g. immediate sensor perturbations) and long-term (e.g.
multimodal trajectory predictions) components, demonstrat-
ing their propagation from prediction to planning stages.
Critically, accurate separation of AU and EU enables targeted
mitigation. AU requires stochastic modeling to avoid over-
confidence, while EU demands detection mechanisms to trig-
ger fail-safe modes, akin to probabilistic safety assessments in
reliability engineering [87].

2) Methods for UQ in IASs

State-of-the-art UQ methods integrate principles from prob-
abilistic ML and control theory, providing essential tools for
estimating and propagating uncertainties across system com-
ponents. The current UQ methods can be broadly divided into
three categories: Bayesian methods, ensemble methods, and
single-network deterministic methods.

Bayesian methods treat model parameters as distributions,
enabling posterior inference to capture model uncertainty.
BNNs are a prominent example, with variational inference
or Monte Carlo Dropout (MC Dropout) used for scalable
approximation [88]. For example, Gal and Ghahramani [89]
initially established a theoretical link between dropout train-
ing and approximate Bayesian inference in deep Gaussian pro-
cesses, where dropout is retained during inference to perform
multiple stochastic forward passes. This technique allows for
the estimation of the predictive posterior distribution, thus
yielding both predictive mean and uncertainty. For autonom-
ous systems, Kendall and Gal [90] extended Bayesian deep
learning to perception tasks. Their framework demonstrated
that while AU captures systematic noise, modeling EU is crit-
ical for safety-critical applications to detect OOD examples
that the model has never seen before. More recently, Franchi
et al [91] propose the Adaptable BNN, which employs BNN
adaptation layers to effectively estimates the posterior distribu-
tion around the local minimum of a pre-trained model, thereby
converting deterministic DNNs into BNNs for UQ.

Ensemble methods, on the other hand, aggregate predic-
tions from multiple models to quantify uncertainty via out-
put variance [92]. Deep ensembles have become a gold stand-
ard owing to their simplicity and strong empirical perform-
ance. Tang et al [93] combine LSTM with deep ensembles
to estimate both epistemic and AU of surrounding vehicles’
future trajectories. The uncertainty-aware potential field is fed
into model predictive control for uncertainty-aware decision-
making, improving safety in lane-changes. Shao et al [86]
introduce a comprehensive uncertainty management frame-
work, employing deep ensembles to quantify EU, alongside
Gaussian mixture models for AU. Their method integrates the
uncertainties via tailored risk models and a two-stage training
strategy. Extensive evaluation on perception-constrained scen-
arios shows superior handling of complex traffic interactions
compared with deterministic baselines.
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While the Bayesian and Ensemble methods provide high-
quality estimates, their practicality is often limited by sig-
nificant memory and inference costs. Consequently, single
deterministic methods have emerged as a promising solu-
tion, enabling reliable UQ within a single forward pass. Van
Amersfoort et al [94] proposed deterministic UQ (DUQ). By
calculating the distance between a feature vector and learned
class centroids, DUQ measures uncertainty as the distance to
the closest centroid. Crucially, it introduces a penalty to reg-
ularize the Jacobian, ensuring matched performance to deep
ensembles. Building on the concept of distance awareness, Liu
et al [95] proposed spectral-normalized neural Gaussian pro-
cess, which combine spectral normalization of weight matrices
with a Gaussian process output layer. This architecture allows
to estimate predictive uncertainty via a single forward pass,
achieving competitive performance while maintaining sim-
plicity. More recently, Mukhoti et al [96] introduced Deep
Deterministic Uncertainty (DDU). The method fits a Gaussian
discriminant analysis model to the feature space post-training
to estimate EU, while using the Softmax entropy for AU. This
approach effectively disentangles the two types of uncertainty
and has shown state-of-the-art performance on OOD bench-
marks relevant to safety-critical applications.

To sum up, these robustness paradigms offer distinct contri-
butions to the reliability assurance landscape. Classical control
strategies provide the deterministic underpinnings necessary
for certification by offering provable safety margins (e.g. PAC
bounds), rendering them indispensable for enforcing abso-
lute stability constraints. However, their limitations in pro-
cessing high-dimensional sensory data necessitate the integ-
ration of adversarial training, which serves as an empirical
defense to strengthen IASs against worst-case statistical devi-
ations, despite lacking theoretical guarantees. Complementing
these static defenses, attention-based fusion enhances opera-
tional fault tolerance by dynamically reallocating trust among
redundant modalities during runtime degradation. Ultimately,
UQ functions as the critical translation layer for risk manage-
ment. By disentangling aleatoric noise from epistemic ignor-
ance, it transforms predictive uncertainty into actionable reli-
ability metrics, thereby enabling the implementation of fail-
safe triggers essential for safety-critical deployment.

2.5. Explainability

Contemporary IASs often rely on advanced AI models
with high-dimensional inputs, non-linear reasoning, and
opaque representations, complicating the traceability of output
generation [97]. The rapid adoption of IASs has heightened
the need for interpretable and trustworthy decision-making
processes. Explainability addresses this by enabling IASs to
articulate the rationale behind their perceptions, predictions,
and actions in a human-accessible manner. It enhances trans-
parency, supports regulatory compliance, facilitates system
debugging, and fosters effective human—machine collabora-
tion. As regulatory and societal expectations evolve, robust
explainability mechanisms are essential for ensuring func-
tional safety and public trust [98].

2.5.1. Definition and significance of IASs explainability.
Contemporary IASs often rely on advanced Al models char-
acterized by high-dimensional inputs, non-linear reasoning,
and opaque representations, which complicates the traceability
of output generation. Given these complexities, explainabil-
ity in IASs is defined as a system’s ability to present the
reasoning behind its decisions, actions, or predictions in a
human-understandable way [99-101]. This capability is cru-
cial for transforming the ‘black box’ nature of deep learning
algorithms into transparent processes where users, developers,
and regulators can trace information processing and compre-
hend specific responses. For instance, in autonomous driving,
explainability clarifies which sensor inputs, environmental
cues, or decision rules drive actions like lane changes [102,
103]. Likewise, in service robotics, explainability may involve
revealing how object recognition processes and task prioritiz-
ation strategies shape the action sequences [104, 105].

The significance of explainability extends beyond mere
transparency; it is a fundamental pillar for ensuring functional
safety and public trust as regulatory and societal expecta-
tions evolve. From the perspective of reliability engineering,
explainability serves as a critical diagnostic interface that mit-
igates the inherent risks of ‘black box’ models, where intric-
ate transformations often render decision-making opaque. By
elucidating the specific mapping between high-dimensional
sensory inputs and control outputs, explainability mechanisms
enable the identification of failure modes, allowing engineers
to pinpoint the source of erroneous judgments. This capabil-
ity is essential for validating system integrity, as it allows to
verify that decisions are grounded in robust, causal features
rather than spurious correlations or data biases, thereby con-
verting uncertainty into actionable insights for fault tolerance
and system debugging.

2.5.2. Interpretability frameworks: post-hoc analysis vs ante-
hoc design.  To enhance transparency and trust, researchers
have developed various explainability techniques, categorized
into post-hoc and ante-hoc methods [100]. Post-hoc meth-
ods seek to interpret and analyze system outputs after train-
ing or deployment, providing retrospective insights. In con-
trast, ante-hoc methods incorporate interpretability into the
system’s architecture or learning, ensuring that the models are
inherently more transparent from the outset. Table 4 provides
an overview of explainability strategies in IAS, summarizing
post-hoc and ante-hoc categories together with their represent-
ative methods and core idea.

A. Post-hoc explainability in IASs

Post-hoc explainability analyzes a trained system to reveal
how inputs transform into outputs without altering the model.
These methods use attribution, visualization, or approxim-
ation to uncover decision patterns, aiding bias detection,
ensuring appropriate cue focus, and enhancing user trust
in deployed IASs where retraining is impractical. Common



J. Reliab. Sci. Eng. 2 (2026) 012002

Topical Review

Table 4. Comparison of explainability strategies in IAS.

Category Sub-type Core idea

Post-hoc Gradient-based Use gradients or saliency maps to attribute importance [106, 107]
Perturbation-based Alter input or features and observe output changes [108, 109]
Attention-based Interpret attention weights as indicators of feature importance [110, 111]

Ante-hoc Signal-processing-based constraints Use filterbanks [112], spectral transformers [113], or decomposition layers

[114] with physics-aware priors to keep features interpretable

Sparsity-based constraints

Use sparse priors or regularization [115] to reduce irrelevant features

approaches include gradient-based, perturbation-based, and
attention-based methods.

Gradient-based methods attribute model predictions to input
features by analyzing how output gradients vary with respect
to the inputs. The intuition is that larger gradients indic-
ate features with stronger influence on the decision. In deep
neural networks, this process often involves backpropagation.
Early methods attribute model predictions to input features
by directly computing the first-order derivative of the out-
put with respect to input. For example, Saliency Maps, visu-
alize absolute gradient values to highlight influential regions
[106], while Gradient x Input accounts for feature presence
and sensitivity [116]. Formally, for a differentiable intelligent
model f: RY — R¥ and a target output f, (x), the derivation of
a saliency map can be written as:

of. (x)
ox, i

s,-(x):‘ Jd=1,...,d 9

where s;(x) measures the sensitivity of f.(x) to feature
x;; Gradient x Input further defines attributions as ag; (x) =
X; 6’3)([’_‘), combining feature magnitude and sensitivity.

These methods are efficient but can produce noisy explan-
ations due to gradient saturation. Advanced techniques like
Integrated Gradients [117] accumulate gradients to mitigate
local fluctuations. SmoothGrad [118] averages noisy maps
to suppress high-frequency noise. Grad-CAM [107] enables
coarse localization in visual tasks, refined by Grad-CAM++
[119] via improved localization through weighting adjust-
ment. Recent extensions integrate domain-specific transform-
ations to enhance interpretability in IASs. For example, time—
frequency saliency methods with Eigen-CAM [120] highlights
critical temporal-spectral regions, supporting decision ana-
lysis in autonomous driving radar and drone acoustic sens-
ing. Similarly, hybrid approaches that integrate gradients with
Fourier transforms reveal frequency-domain patterns shaping
model outputs [121], which are valuable for vibration-based
fault diagnosis in autonomous industrial systems. Compared
with standard spatial heatmaps, these techniques offer richer
interpretive cues for multi-modal or non-visual data.

However, the gradient-based saliency maps can be sensit-
ive to noise and gradient saturation. To mitigate these issues,
perturbation-based methods approximate feature import-
ance by directly observing output changes under controlled
input modifications. Perturbation-based methods attribute

importance by altering input or internal features and measur-
ing the resulting effect. If modifying a feature significantly
impacts the output, it is deemed critical [108, 109]. Early
approaches such as occlusion sensitivity and feature ablation
mask specific regions, or channels to evaluate their contribu-
tions, while local interpretable model-agnostic explanations
(LIMES) perturbs instances and fit sparse linear surrogates
for local interpretability [108]. SHapley Additive exPlanations
(SHAP) extends this idea by estimating Shapley values from
coalitions of perturbed features, offering theoretical guaran-
tees such as local accuracy and consistency [109]. Formally,
consider a feature index set N = {1,...,d}. For a given IAS
input x, the Shapley value of feature i with respect to a target
output f, (x) is defined as:

0= >

SCN{i}

[S[(IN] = 18] = 1)!
[N]!

[f(xsugiy) —flxs)] (10)

where xg denotes the input where only features in subset S are
kept and the others are marginalized or replaced by a baseline.
The term f(xs,i}) —f(xs) measures the marginal contribu-
tion of feature i on top of coalition S.

Advanced perturbation-based methods like Meaningful
Perturbations [122], RISE [123], and extremal perturbations
[124] improve robustness, with counterfactual perturbations
using generative in-filling to enhance realism [125]. In IASs,
the perturbation-based explanations naturally support fault-
tolerance analysis by occluding camera patches, masking
LiDAR channels, or ablating radar returns which simulate
partial sensor failures. The resulting change in action prob-
abilities, Af, (x), quantifies how much redundancy is avail-
able in the remaining modalities. Large |Af, (x)| indicates a
lack of redundancy and suggests that the system may not
tolerate the corresponding failure mode in real-world opera-
tion. Kim and Canny [102] combined attention mechanisms
with causal filtering, where candidate attention regions are
masked to verify whether they truly affect steering predic-
tions. Yang et al [126] proposed the morphological fragmental
perturbation pyramid (MFPP), which perturbs inputs to pro-
duce semantic-aligned saliency maps. The method improves
interpretive accuracy and efficiency over prior approaches.
Figure 9 illustrates the process of MFPP. Puri et al [127] pro-
posed Specific and Relevant Feature Attribution for RL agents.
The method imposes perturbations on action-specific rewards
while penalizing changes to alternative actions, thereby pro-
ducing interpretable results.
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Figure 9. Structure of the MFPP-based perturbation pyramid for IAS explainability and fault analysis.

While perturbation approaches improve faithfulness, their
computational cost scales poorly with input dimensional-
ity, especially for high-resolution, multi-sensor IAS data.
Architectures with built-in attention mechanisms provide a
more scalable alternative. Attention-based methods explain
model decisions by analyzing the attention weights generated
during inference, which indicate the relative importance of
components. Basic approaches include raw attention visualiz-
ation, which projects single-layer or multi-head weights back
to the input space [110], and attention rollout, which aggreg-
ates weights across layers to capture global dependencies
[111]. More advanced variants enhance attribution faithful-
ness through gradient-based reweighting, extending to non-
visual modalities such as LiDAR or time—frequency sensor
data. For example, Ichiwara et al [128] introduced a modal-
ity attention model for robot motion generation, where low-
level RNNs process each modality and a high-level RNN fuses
them via attention weights. This design reveals which mod-
ality drives each task stage, as illustrated in figure 10. Liu
et al [129] further proposed the Faithfulness Violation Test
to evaluate attention-based explanations by examining polar-
ity consistency, i.e. whether highlighted features truly sup-
port or suppress predictions. Their results showed that simple
methods (e.g. raw attention) are prone to faithfulness viol-
ations, whereas gradient-augmented variants reduce errors,
with polarity detection ability and model complexity emerging
as key determinants of reliability.

Overall, gradient-based methods provide the cheapest
explanations, making them attractive for on-board monitor-
ing in real-time IASs. However, their high sensitivity to gradi-
ent saturation and adversarial perturbations limits faithfulness,
especially under distribution shifts. Perturbation-based tech-
niques, such as LIME or SHAP, generally yield more faith-
ful attributions but incur an order-of-magnitude increase in
computational cost, which demonstrate inferiority for high-
dimensional multi-sensor inputs and hard real-time con-
straints. Attention-based explanations are, instead, compu-
tationally cheaper and naturally aligned with sequence and

multi-modal architectures, yet their reliability in explanations
remains debated: raw attention weights can violate basic faith-
fulness properties without additional reweighting or causal
tests.

B. Ante-hoc explainability in IASs

Ante-hoc methods embed interpretability directly into the
model during its design and training, by incorporating
structural constraints, interpretable components, or domain
knowledge, ensuring transparent decision-making through-
out operation [130, 131]. These methods produce explana-
tions as a natural byproduct, reducing reliance on external
tools and minimizing misleading interpretations. Broadly,
ante-hoc methods in IASs follow two major strategies:
signal-processing-based constraints [114], and sparsity-based
constraints [132].

Signal-processing-based constraints implement explainabil-
ity by embedding interpretable transforms and physics-aware
priors directly into the model design. Foundational techniques
include interpretable filterbanks [112], and differentiable spec-
tral transformers [113] that separate trends, harmonics, and
transients. Multi-resolution architectures further disentangle
temporal and spectral evidence, while spectral or physics-
consistency regularizers enforce sparsity, harmonicity, sta-
bility, and energy conservation in learned features. Recent
advances extend to learnable yet constrained front-ends that
retain physical interpretability through structured parameters
such as center frequency and bandwidth. For example, the
deep morphological convolutional network integrates adapt-
ive morphological filters, enhancing feature discriminability
by combining kurtosis-based feature fusion with recalibrated
residual learning [114]. Collectively, these approaches demon-
strate how integrating domain-specific signal-processing pri-
ors can ensure learned representations remain meaningful and
transparent.

Early ante-hoc designs mainly relied on hand-crafted,
physics-inspired feature extractors. As IAS tasks become
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Figure 10. Conceptual illustration of the multi-modal attention as adaptive redundancy allocation in IAS perception.

more complex and data-rich, more flexible architectures with
sparsity-based constraints have been proposed to strike a bal-
ance between interpretability and predictive power. Sparsity-
based constraints restrict models to rely on only a small
set of salient features or connections, thereby suppress-
ing irrelevant information and highlighting task-relevant pat-
terns. This is typically achieved by sparsity-inducing pen-
alties such as L1 regularization [115], or structured penal-
ties such as Group Lasso [133], which drive weights, chan-
nels, or groups toward zero. At the representation level, sparse
autoencoders [134] and dictionary learning [135] decompose
inputs into clear components, making learned features more
interpretable. Building on these principles, recent work has
integrated sparsity constraints into intelligent system archi-
tectures. For example, Lyons ef al [132] proposed the deep
scale-regularized compound Gaussian network, which mod-
els sparse coefficients with a compound Gaussian prior. Each
layer corresponds to an iteration of the optimization process,
enabling interpretable image reconstruction, thus improving
transparency while maintaining accuracy.

Fundamentally, the dichotomy between post-hoc and ante-
hoc paradigms determines the feasibility of reliability verific-
ation and operational assurance. Post-hoc mechanisms, partic-
ularly gradient-based attributions, facilitate retrospective fail-
ure root-cause analysis but remain ill-suited for use as runtime
safety monitors. Their lack of faithfulness and instability
under adversarial noise risk triggering erroneous fallback
maneuvers in safety-critical scenarios. While perturbation-
based methods offer higher fidelity, their prohibitive compu-
tational latency restricts their applicability to offline audit-
ing rather than online fault tolerance, posing a bottleneck for
time-critical interventions. In contrast, ante-hoc architectures
provide intrinsic verifiability. By aligning decision boundaries
with physically interpretable constraints, e.g. signal harmonics
or sparsity priors, these models allow for rigorous certification
against safety standards prior to deployment. Consequently,

the engineering of trustworthy IASs demands a strategic
alignment: leveraging ante-hoc designs to enforce determin-
istic behavior in safety-critical modules, while reserving post-
hoc tools for the analysis of complex unconstrained tasks.

2.6. Synthesis: interdependencies and trade-offs

Although the above four dimensions are analyzed in isolation,
they are intrinsically coupled in guaranteeing the reliability of
IASs. From a systemic perspective, these dimensions can be
framed as a conceptual hierarchical architecture, bridging the
gap between algorithmic properties and system-level reliabil-
ity. Specifically, accuracy establishes the baseline for assess-
ment, corresponding to the functional success rate within
the nominal ODD. Generalization and robustness define the
boundaries by quantifying performance degradation under dis-
tribution shifts and perturbations, determining the system’s
safety margins and operational envelopes. Finally, explain-
ability functions as the audit layer, transforming decisioning
process into verifiable logical chains. This serves as a neces-
sary condition for reliability certification, enabling to trace
the rationale behind specific actions, facilitate fault diagnosis,
and enhance human understanding of the decision-making
process. The joint influence of these dimensions dictates the
operational safety of the system; a failure in one dimension
can trigger a catastrophic collapse of system-level reliabil-
ity. Specifically, a highly generalizable model that fails on
in-distribution tasks, a robust model that sacrifices too much
nominal accuracy, or an explainable model whose transpar-
ency comes at the cost of unacceptable error rates can offer
only limited real-world reliability. Thus, accuracy acts as the
common denominator of progress across all dimensions.
While generalization and robustness both address per-
formance degradation under distributional shifts, they tar-
get distinct aspects and exhibit both overlap and ten-
sion. Generalization primarily mitigates EU arising from
discrepancies between source and target domains (e.g.
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changes in weather) [43]. Robustness, conversely, focuses
predominantly on resilience to local perturbations typically
within the same nominal data distribution [82]. Empirical stud-
ies repeatedly demonstrate that strong generalization does not
necessarily imply robustness, nor the reverse. For instance,
domain randomization techniques improve sim-to-real trans-
fer and cross-weather generalization in autonomous driving
and robotics, yet the trained models may remain vulnerable to
adversarial attacks that lie far outside natural distribution shifts
[49]. Conversely, standard PGD adversarial training markedly
enhances local robustness but can impair generalization to
domain shifts (e.g. day-to-night transitions) because the res-
ulting decision boundaries over-emphasize invariance to arti-
ficial worst-case perturbations rather than domain gaps.

Another extensively studied trade-off is that between
robustness and accuracy on clean data. Techniques like
adversarial training and uncertainty-aware modeling consist-
ently induce accuracy drops on unperturbed inputs, with
reported gaps ranging from 2%-10% in large-scale vision
benchmarks [136]. This phenomenon can be attributed to
the min—max optimization objective, which forces model to
rely on robust but less discriminative features to guarantee
performance under worst-case perturbations, thereby sacri-
ficing the ability to exploit subtle patterns present in clean
data. In IAS applications, this trade-off manifests concretely
as reduced mean average precision in object detection under
nominal conditions after adversarial robustness training, or
increased trajectory prediction error in clean traffic scenarios
following observation-robust RL [76].

Explainability introduces additional multi-dimensional con-
straints. Ante-hoc interpretability constraints, such as sparsity-
inducing regularizers or physics-informed architectures,
deliberately restrict the feature space to ensure human-
comprehensible decision processes. However, they frequently
degrade both accuracy and generalization performance by
preventing the model from fitting complex, high-frequency
patterns that lack direct physical or causal interpretability
[137]. Although post-hoc explanation techniques preserve a
model’s core accuracy and generalization capabilities, they
introduce significant reliability vulnerabilities of their own.
Saliency maps and feature attributions can themselves be
manipulated by adversarial examples, eroding user trust in
high-stakes applications where robustness is essential [138].
A subtler but increasingly recognized interaction exists
between explainability and robustness. Certain inherently
interpretable architectures including decision trees, sparse lin-
ear models or attention-based models, often exhibit greater
robustness to adversarial perturbations because their straight-
forward form offers fewer degrees of freedom to gradient-
based attacks. Conversely, complex deep networks optimized
for maximum accuracy or generalization tend to be dispropor-
tionately fragile. Recent analyses grounded in the IB principle
suggest that enforcing explainability through compression of
irrelevant or spurious features can simultaneously improve
both robustness and generalization with minimal accuracy
penalties [58, 79]. Besides, by revealing whether a decision is

based on causal features or spurious correlations, explainab-
ility mechanisms allow engineers to detect vulnerable factors
that bring improved robustness. For instance, faithfulness viol-
ation tests can reveal misaligned attention patterns, guiding
refinement of models toward jointly improved transparency
and adversarial resilience [129].

In summary, the system-level reliability of IASs is a holistic
property that transcends the mere summation of its algorithmic
attributes. Rather than pursuing the maximum of individual
dimension in isolation, sustainable reliability depends on their
strategic synchronization to maintain a stable ‘safety mar-
gin’ across the operational envelope. When effectively har-
monized, they create a robust defense-in-depth: accuracy
provides the baseline function, generalization and robustness
extend that function into uncertain domains, and explainabil-
ity ensures the entire process remains under human oversight.
Consequently, future IAS reliability engineering necessitates
an integrative design philosophy that treats these dimensions
as a unified system, ensuring operational dependability and
functional continuity in complex and dynamic environments.

3. Challenges and future perspectives

3.1. Accuracy

Despite significant advancements in enhancing the accur-
acy of perception, prediction, and control, several persist-
ent challenges hinder their effective deployment in real-world
applications. One primary issue is the accuracy reduction of
perception modules under dynamic and constrained condi-
tions, fundamentally linked to limitations in handling non-
stationary data distributions [139]. Additionally, although
multi-sensor fusion offers potential improvements, its effect-
iveness is constrained by the challenge of achieving low-
latency, deterministic synchronization across sensors with
mismatched timestamps and varying sampling rates, all within
bounded computational resources [140]. In prediction, a core
difficulty lies in accurately modeling the joint evolution of
multiple interactive agents. The inherent uncertainty in indi-
vidual motions and the complex, often discrete nature of inter-
actions is not fully captured by current models, leading to unre-
liable forecasts in crowded scenarios [141]. Long-term predic-
tions further exacerbate issues, as generative approaches like
diffusion models tend to produce physically implausible or
overly conservative trajectories beyond short time horizons,
indicating a failure to preserve kinematic constraints [142].
Furthermore, in control tasks, RL strategies trained in simula-
tions struggle with the problem of executing guaranteed stable
and timely responses on real hardware with limited computing
power and unpredictable latency [33].

In future research, first, a primary imperative is the
design of a provably consistent state estimation framework
for heterogeneous asynchronous sensor suites. This involves
developing adaptive fusion algorithms that model and com-
pensate for non-uniform, time-varying sensor latencies, mov-
ing beyond post-hoc synchronization, to guarantee estima-
tion accuracy under strict real-time execution budgets [143].
Second, a central challenge in prediction is the integration
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of discrete high-level interactive intent with continuous low-
level kinematic feasibility within a unified generative model.
Solving this requires new architectures that can separately
parameterize an agent’s strategic decisions and its dynamical
constraints, ensuring that long-horizon trajectory distributions
remain physically admissible, even in unseen scenarios [144].
In control domains, focusing on robust RL with sim-to-real
transfer strategies, such as domain randomization and online
adaptation, can address deployment gaps and enhance safety
by incorporating negative examples for hazard avoidance [36].
Progress on these well-defined fronts is essential for trans-
itioning IASs from laboratory-validated accuracy to field-
deployable reliability.

3.2. Generalization

For IASs, a fundamental challenge to generalization lies in
the lack of solid theoretical guarantees for the deep learn-
ing models. Current error bounds and learning guarantees are
often derived under restrictive or idealized assumptions, which
fail to capture the full spectrum of uncertainties encountered
in real-world applications [145]. This theoretical gap limits
our ability to systematically design algorithms that can adapt
to unseen domains or evolving environments. Another per-
sistent obstacle stems from the widespread adoption of the
‘closed-world’ assumption in existing IAS algorithms, where
training and test distributions are presumed to be broadly
similar, especially for the data-centric methods. In contrast,
real-world environments are inherently open and continually
evolving. This introduces a critical time-dependent challenge:
novel classes and optimization target may continuously and
inevitably emerge [146]. To maintain performance, IASs must
navigate the stability-plasticity dilemma, i.e. adapting to new
information without overwriting established knowledge. This
conflict often leads to catastrophic forgetting, where histor-
ical reliability-critical capabilities are eroded during sequen-
tial learning. Consequently, systems verified as reliable at
deployment (#p) may suffer from reliability decay, render-
ing static safety certifications obsolete. Furthermore, the reli-
ance on superficial statistical correlations, rather than causal
structures, makes models brittle to environmental changes,
constraining their ability to generalize beyond the training
distribution [147].

Looking ahead, future research should prioritize the devel-
opment of theoretically grounded generalization frameworks
tailored for ‘open-world’ environments [148]. This may
involve integrating causal inference into representation learn-
ing to extract domain-invariant features and promote trans-
ferability across heterogeneous tasks [149]. Advancing con-
tinual and lifelong learning techniques can help mitigate cata-
strophic forgetting and support sustained performance as sys-
tems encounter novel conditions over time [150]. Additionally,
fostering robust multi-modal fusion strategies that explicitly
account for cross-modal consistency can enhance generaliza-
tion by leveraging complementary information across sensors.
Recent progress in multimodal perception for autonomous
driving, where semantic alignment across visual, LiDAR,
and map data improves generalization under rare weather or
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lighting conditions, exemplifies this potential [151]. These
emerging directions offer promising avenues to bridge the
gap between empirical success and principled generalization,
enabling IASs to operate reliably across diverse and evolving
real-world environments.

3.3. Robustness

Although substantial progress has been made in enhancing the
robustness of IASs, persistent challenges continue to impede
their adoption in critical domains, with the most prominent
being the intrinsic trade-off between robustness and accuracy.
For example, robust optimization techniques often improve
resilience at the expense of reduced performance. The ViTs
analyzed in [79] exhibit a 2%-5% drop in accuracy com-
pared to non-robust counterparts. This trade-off can be par-
tially grounded in the min-max optimization framework of
adversarial training, which balances worst-case performance
against nominal accuracy but frequently results in suboptimal
equilibria [136]. A critical gap remains in bridging indicat-
ors of robustness performance with system-level reliability
metrics. While current works focus on accuracy under per-
turbation, they often lack a direct mapping to standard reli-
ability metrics such as MTBFs or hazard rates. The chal-
lenge lies in translating the statistical loss of a neural net-
work into a deterministic integrity level required for certifica-
tion in critical domains. Another critical challenge is the high
computational load and efficiency associated with robustness-
enhancing methods. Techniques such as adversarial training
require iterative generation of perturbed examples, often mul-
tiplying training time compared to standard methods. This
overhead is exacerbated in resource-constrained IASs, where
real-time processing is essential, leading to increased energy
consumption and latency that can compromise operations
[152]. For example, in LSTM-based sequential decision-
making, certification processes can extend to hours, making
large-scale deployments infeasible [65, 153].

In the future, research should focus on the develop-
ment of lightweight robust models to mitigate computa-
tional overhead while preserving high performance. This
could involve model compression techniques, such as prun-
ing and quantization, integrated with adversarial defenses
to create efficient architectures for edge devices in IASs.
For instance, lightweight end-to-end multimodal models have
shown promise in autonomous driving, achieving robust per-
ception with reduced parameters and inference times, pav-
ing the way for scalable deployments [154]. Additionally,
integrating multi-modal robustness strategies, such as deep
learning-based fusion of visual, auditory, and tactile data,
can enhance system resilience by leveraging complement-
ary modalities to counteract perturbations in a single input
stream. Recent frameworks combining contrastive learn-
ing with federated approaches have demonstrated improved
robustness in autonomous vehicles, suggesting a path toward
distributed decision-making strategies [155]. Emerging tech-
nologies like generative Al may also offer transformative
potential for IASs robustness, enabling synthetic data gen-
eration to simulate diverse adversarial scenarios and refine
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decision-making processes. This could address scalability
by automating robustness certification and adapting mod-
els in real-time to evolving threats, but requires resolv-
ing algorithmic challenges in diffusion-based generation,
such as ensuring generated samples cover tail-end distribu-
tions for rare-event robustness [156]. Moreover, theoretically
principled approaches, such as adaptive learning strategies
that dynamically balance robustness-accuracy trade-offs, hold
promise for optimizing IASs in uncertain environments [157].
Looking ahead for UQ, future directions should prioritize
overcoming its integration challenges to meet engineering
demands. A key scientific problem is enhancing UQ’s robust-
ness itself, as current methods can falter under adversarial per-
turbations on uncertainty estimates. This necessitates math-
ematical advancements in meta-uncertainty modeling, such as
hierarchical Bayesian frameworks to quantify ‘uncertainty of
uncertainty’ with provable bounds [87].

3.4. Explainability

Current explainability methods for IASs face a tri-lemma of
robustness, efficiency, and expressiveness. Post-hoc gradient-
based saliency maps are often plagued by saturation and
adversarial sensitivity, leading to unstable explanations [103,
158]. While perturbation-based techniques offer greater faith-
fulness, they incur prohibitive computational costs unsuit-
able for high-dimensional, multi-modal sensor data [109].
Conversely, ante-hoc designs embed interpretability via rigid
structural constraints, which frequently compromise express-
ive power and generalization [99, 159]. Addressing these
limitations requires advancing research along three aligned
directions.

The first imperative is to formalize quantitative robust-
ness guarantees for explanations under distribution shifts.
Current gradient-based attributions lack stability; a funda-
mental reliability requirement is that if a model’s decision
remains invariant under a safety margin, its explanation must
not diverge significantly [160, 161]. Future work should focus
on deriving rigorous bounds to constrain the discrepancy
between explanations of perturbed inputs, thereby ensuring
that interpretability is resilient to the noise and adversarial
shifts inherent in open-world environments.

The second direction addresses the computational scalab-
ility of methods. To reconcile the high cost of perturbation-
and Shapley-style estimators with the strict latency and
energy budgets of embedded platforms, where standard Monte
Carlo estimators converge slowly, rendering them imprac-
tical for real-time multi-modal sensing [162], research must
pivot toward efficient approximation. A practical route is
to frame explanation as a resource-constrained optimization
problem, potentially by distilling a lightweight explainer from
a high-fidelity reference model. This ensures that complex
multi-modal attributions can be generated within the real-time
constraints of autonomous control loops.

Finally, to resolve the trade-off between transparency
and performance, the field must evolve toward hybrid
and reliability-aware architectures. Rather than relying on
purely rigid ante-hoc constraints, future designs should syn-
ergize interpretable, physics-aware front-ends with flexible
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deep learning back-ends [163]. A critical challenge may lie in
enforcing causal consistency during joint training, for example
ensuring that learned attributions align with physical laws
such as vibration modes [164]. To validate these advance-
ments, IAS-specific benchmarks must also be established
[165]. These evaluation protocols should go beyond visual
plausibility to include quantified reliability metrics, such as
improved time-to-failure prediction.

4. Conclusion

In this review, we have systematically examined the reli-
ability of IASs, emphasizing their novel technological fea-
tures such as data-driven learning paradigms, integrated end-
to-end architectures, and autonomous task reconfigurability,
alongside the associated failure characteristics, including data
dependency, limited generalization, and poor interpretability.
By framing IAS reliability through the interconnected dimen-
sions of accuracy, generalization, robustness, and explainab-
ility (visually summarized in figure 1), we have synthesized
state-of-the-art methodologies and empirical insights from
diverse domains, ranging from autonomous vehicles to UAVs
and robotic platforms. This work distinguishes itself from
prior reviews by moving beyond isolated technical analyses to
provide a cohesive framework centered on Al-driven decision-
making processes, offering a comprehensive roadmap for the
development of trustworthy IASs.

Our analysis underscores that significant progress has been
achieved in enhancing IAS reliability. Regarding accuracy,
advancements in multi-sensor fusion, attention-based mod-
els, and RL have yielded substantial improvements in percep-
tion, prediction, and control, as evidenced by metrics such as
MOTA and trajectory errors reduced to sub-meter levels. In
terms of generalization, data-centric strategies like augment-
ation and domain randomization, coupled with model-centric
approaches such as meta-learning, have facilitated adapta-
tion to OOD scenarios. Robustness has been similarly for-
tified through adversarial training, classical control integra-
tion, and UQ, effectively mitigating vulnerabilities to environ-
mental perturbations. Meanwhile, explainability techniques
spanning post-hoc gradient- and perturbation-based methods
to ante-hoc sparsity and signal-processing constraints, have
significantly advanced system transparency, thereby fostering
user trust and regulatory compliance.

However, despite these advancements, substantial chal-
lenges persist that impede the widespread deployment of IASs.
In terms of accuracy, perception limits under extreme condi-
tions and the difficulty of modeling complex agent interac-
tions remain critical bottlenecks. Generalization is severely
constrained by the prevalent ‘closed-world’ assumption and
a lack of theoretical guarantees, leaving systems vulner-
able to catastrophic forgetting in evolving environments.
Furthermore, robustness enhancement often incurs a pen-
alty on nominal accuracy and computational efficiency, cre-
ating a difficult trade-off for resource-constrained platforms.
Similarly, explainability methods currently face a tri-lemma,
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struggling to balance robustness, efficiency, and express-
iveness simultaneously. To overcome these hurdles, future
research directions include leveraging causal inference and
lifelong learning for open-world adaptation, developing light-
weight models and generative Al strategies to ensure scal-
able robustness, and establishing reliability-aware architec-
tures that integrate physics-based priors to reconcile transpar-
ency with performance.

Ultimately, the reliability of modern IASs is governed not
merely by hardware integrity, but increasingly by the logical
correctness and adaptability of their intelligent decision-
making algorithms. As these systems become integral to
safety-critical domains, ensuring their reliability is paramount
to preventing failures that could threaten human life and
operational safety. This review provides a comprehensive
review and roadmap grounded in the four essential algorithmic
pillars—accuracy, generalization, robustness, and explainabil-
ity. By holistically addressing the interdependencies and dis-
tinct requirements of these dimensions, the field can advance
toward developing autonomous systems that are not only high-
performing but fundamentally trustworthy, resilient, and cap-
able of safely navigating the complexities of the real world.
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